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??????????????? y??????????????????????? Y ????







Pr[match(x; y) = accept] (3.1)

























































































????? V ??????? F = fFigVi=1 ??????????X? T ?????????
?????????????W???????????????LPC????? N ????
X = fxigVi=1;xi = fxikgNk=1 (3.2)










2. ????xi???????????????????R = fRigVi=1 ?????




3. ???? LPC???????????????????????? 3.5????? 3.5??
  !"   !#   $   !%&"   !%

























































































































?? (direct)???????? FAR? FRR?????FAR? FRR???????????
? EER(Equal Error Rate)???????? D???????EER?????????? ?
????????????????????????? (c-wolf)????????? (f-wolf)??
??????? (m-wolf) ???????????????????????????????
?????? s? VQ?????????????  > s?GMM??????????  < s




















































































? 3.2 VQ????? GMM??????????????????????WAP
??? ?????? EER[%] cWAP[%] fWAP[%] mWAP[%]
LPC VQ 8.6 34.6 31.7 36.1
GMM 10.1 37.1 34.2 39.4
MFCC VQ 1.9 29.4 21.2 27.3
GMM 2.2 62.7 54.6 55.4
??????????????????? LPC ????????????????????
???????? 30?40%??????????????MFCC?????????????



























































































































??? ?????? EER[%] cWAP[%] fWAP[%] mWAP[%]
LPC VQ 8.6 99.5 99.3 99.7
GMM 10.1 99.9 99.8 99.9
MFCC VQ 1.9 79.3 68.7 84.9

























































































? 3.19 ????????????????? A?????????????????
? 3.16??????????????????????????????????? 3.18??
???????????????????????????????????????????





















????????????????????? (National Institute of Standards and Technol-










??????? (4.1)????????? S(X,U ,I)?????????????????






?? UBM ??????????????????? VQ ???????????????
[20] ????????????????????? D(X;U) ? UBM ???? D(X; I) ??
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? 4? ?????????????????????????
R(X;U ; I)?? (4.2)??????????????????????????






????????????????????? 10 ??? 20 ??????VQ ???????










































































? 4.4 [???:MFCC]UBM???? GMM????????????????
? 4.1,4.2,4.3,4.4?????????????????????WAP?? 4.1??????
? 4.1 UBM???????????????????????WAP
??? ?????? EER[%] cWAP[%] fWAP[%] mWAP[%]
LPC VQ 3.4 0.2 0.2 0.5
GMM 4.4 3 3.2 2.8
MFCC VQ 0.4 0.06 0.01 0.006














2. ?????????????X???????I???? D(X; I)?????
? 4.1???????????? 1.????????????2.???????????????
? (4.2)??????????????????? 4.1,4.3?????? EER????????










X??????????????????? d???? 4.2? D(X;U)????????
?????D(X; I)???????????
2. ??????I?????????
???1.?????? (4.2)????xi??? 1; :::; V ????????????????I??
???????????????????????????????????????2.????




??????? (3.6),(3.7),(3.9)???D(X; I); D(X;U)? I;U ?????????????













???????????UBM ??????? 4 ????????????????????









































































































































? 4.12 [???:MFCC]UBM???? GMM????????????????????????
? 4.2 ?????????????????WAP
??? ?????? UBM EER[%] WAP[%]
LPC VQ ?? 8.6 100
?? 3.4 48
GMM ?? 10.1 100
?? 4.4 54
MFCC VQ ?? 2 58
?? 0.4 12
GMM ?? 2 66
?? 0.5 13
? 4.2????????????????? UBM???????????????????
?????????????????? LPC ? UBM ???? VQ ???????????
?????WAP ?? 50%?????EER ??????????????  = 0:974 ????
????????U ,I?????????????????????? Umin,Imin ??????
jUminj = 0:974  jIminj?????? Umin ???????????????????????
??? Imin ?????? Umin ????????????????????????????
??? 50%???????????LPC????????????MFCC?????????
???WAP ? 12,3%???????????VQ ????????????????????
































EER= 8:6%??? cWAP= 34:6%,fWAP= 31:7%,mWAP= 36:1%?GMM?????????
? EER= 10:1%??? cWAP= 37:1%,fWAP= 34:2%,mWAP= 39:4%?MFCC????VQ?
???????????? EER= 1:9%??? cWAP= 29:4%,fWAP= 21:2%,mWAP= 27:3%?
GMM ?????????? EER= 2:2% ??? cWAP= 62:7%,fWAP= 54:6%,mWAP=
55:4%??????????????????????????????????WAP???
????????????????????????????????????????LPC?
???VQ????????????? cWAP= 99:5%,fWAP= 99:3%,mWAP= 99:7%?GMM
? 5? ??
?????????? cWAP= 99:9%,fWAP= 99:8%,mWAP= 99:9%?MFCC????VQ?
???????????? cWAP= 79:3%,fWAP= 68:7%,mWAP= 84:9%?GMM ????






???????LPC????VQ????????????? EER= 3:4%???WAP= 48%?
GMM?????????? EER= 4:4%???WAP= 54%?MFCC????VQ?????
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??????????????????????????? (? A.1 ??) ???????
????????????? A.3 ? (a) ????????????????????????
????????????????????????????????????????????
??????????






















???. ????????? B.1???, ????????.
1. ??? K????? N?N ????????????? ~y1(0); ~y2(0);    ; ~yN (0) ?????
??????? C(0)N ?L??K ???????? ~x1(0); ~x2(0);    ; ~xN (0) ????????
T??????? ???????????????m = 0?????? D( 1) =1???
???
2. ????????? ~y1(m); ~y2(m);    ; ~yN (m) ?????????? C(m)N ????????
??????? N ???? P (m)1 ; P (m)2 ;    ; P (m)N ?????? T ??? P (m)N ?????
????????????????????????? ~yi(m) ??????? P (m)i ? N ?
?????????????? ~yi(m) ????????????????????????
??. ?????L????????? N ??????????????????????
???????????????????????????????????????D(m)
??????
3. ???(D(m 1) D(m))=D(m) < ????????????C(m)N ??????????N
???????????????????????? 4.????
4. N ???? P (m)1 ; P (m)2 ;    ; P (m)N ?????? T ??? P (m)N ???????? T ???
???????????? N ????????? ~y1(m); ~y2(m);    ; ~yN (m) ???????
??? C^N ????????????????? P (m)i ????????????????
































splitting?????? LBG ????????????????????????, ????




????????????? splitting ?????????????. ?????????,
N ?????????? CN ?????????? ~y1; ~y2;    ; ~yN ?? (B.1)??????
?????  ???????????????????????????,
~yi = ~yN   ~; ~yi+N = ~yi + ~ (B.1)
????????? ~y1; ~y2;    ; ~yN ???? 2N ???????????? C(0)2N ?????
{ 54 {
B.2 ???????
?????. ?? splitting ??????? LBG ???????????????????
1 ?????????????????? 2,4,8,??? ????????????????
?????.
B.2 ??????? [25]
????????VQ???, K ????????????? K ??????, ???? K ?
???????????,????????????????????????????????
???????.
????????? K ?????????. ????, ???????????????? K
?????. ?? K ????? ~x = (x1; x2;    ; xK)T ????????. ???, K ????
?? RK ??????????? N ???? P1; P2;    ; PN ????, ??? Pi ??????
????? ~y = (yi1; yi2;    ; yiK)T ?????????. ???, ?? P1; P2;    ; PN ????
P ???, ?????. ????????????, ?K ?? N ????????????? K
?????? RK ???????? C ???? Q()???, ??????????.
???????????
??, ?????? ~x??? Pi ???????????, ????????????????
???? Q()????????.
Q() = ~yi (B.2)















d(~x; ~yi)  p(~x)d~x (B.3)
??? K ????? n?????????, ? (B.3)?????? D ???????????
???????????????????????. ? (B.3)????, ????? D ????
??? Pi ?????????? ~yi ?????????????????. ???, ??????
????????????, ?????????????? (B.3)? D ???????????
????????. ??????????, ?????????????????????.
1. ?????
K ?????? RK ? N ???? P1; P2;    ; PN ???? P ????????, ? (B.3)
???????????? N ??????????? ~y1; ~y2;    ; ~yN ??????????
{ 55 {
?? B ??????????????
? P1; P2;    ; PN ?????????. ?????? ~x??????? p(~x)??????









N ??????????? ~y1; ~y2;    ; ~yN ?????????? C ????????, ?
(B.4) ?????? D ?????? N ???? P1; P2;    ; PN ?? K ?????? RK
??? P ?, ????????????.
????, ????????? ~y1; ~y2;    ; ~yN ??????? Pi ?, N ?????????
????? ~yi ????????????????? ~x, ???? ~yi ???????????
????? ~yi(j 6= i)??????????
d(~x; ~yi) <= d(~x; ~yj) (B.5)
??????????? x ???????????.
??, ????????? (B.2) ??? Q()?????????????????????
?????????.
??????????????????
?????? ~x? ~yi ??????????????? ~yj(j 6= i)????? (B.5) ????
????????,?????????????????????, ?????? ~x????



























xt = x^t + t =
pX
i=1
ixt i + t (C.1)
?? C ??????????????
? C.1 ??????
?????? C.1 ???????????? t ??????? xt ???????? p ????
????????? x^t =
Pp



















??????t ?????????H(z) ???? xt ????????????????H(x)
?? C.2 ??????????? (all pole type) ?????????????











 ????????????? 1 ??????????????????????
 ????????????????????????10?30[msec]????????????
?????????????????????
 ?????????????? t ?????? 2 ????????????????
? C.2 ??????????








???????????? H(z) ?????????????????? C.2 ????
???t ? xt ?????????????????????????????????????
???????????????????????????????????????????
?????????????????????? C.3 ???????????? (??) ????
???
t ?????? (????) ????? (????) ??????????????t ????




















???????? 40 ??????????????????? 40 ?????????????


















?????? T [s] ????????? jxtj(t :??) ????????? xt ???????
????? p ???????????????? 1 ??????????????
xt + 1xt 1 +   + pxt p = "t (C.4)






xt = x^t + "t (C.6)
???????????? xt ? x^t ???????????????????????????
??????????????????? C.4 ??????? (linear predictor coecient) ?
jij ??????????????"t ????????????????









 i = 1  F (z) (C.8)
????????????????????????????????? jij ????????
"i ??? 2 ????????????????????? [t0; t1] ?????? xt ?????

















xtxt+ji jj = Nri j (C.10)

















??????? (??????) ?????????????????????????? LSP
?????????
M??????????






Am(z) = Am 1(z)  kmBm 1(z)
Bm(z) = z
 1(Bm 1(z)  kmAm 1(z))
A0(z) = 1; B0(z) = z
 1????? (C.14)
?????????M????????? AM (z) ?????????k(M +1) ? 1 ??  1 ?
????? AM+1(z) ????? P (z) ? Q(z) ?????
P (z) = AM (z) BM (z)
Q(z) = AM (z) +BM (z) (C.15)
??????? k(M + 1) ? 1 ???????PARCOR ????????????????





??????AM (z) ?????????????AM (z) ??????? AM (z)? 0 ?????
?????????????????????????????????
 P (z) = 0 ? Q(z) = 0 ?????????????
 P (z) = 0 ? Q(z) = 0 ?????????????????
?????P (z) = 0 ? Q(z) = 0 ????????????? AM (z) ??????????M
????????? P (z) = 0 ? Q(z) = 0 ??????????????
P (z) = (1  z 1)
Y
i=2;4; ;M
(1  2z 1 cos!i) + z 2
Q(z) = (1 + z 1)
Y
i=1;3; ;M 1
(1  2z 1 cos!i) + z 2 (C.17)
????!i ????????????????????
0 < !1 < !2 <    < !M 1 < !M < 
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C.2 LSP?????




???????????????? 10 ? LSP ??????????? LSP ???????









































? C.5 LSP ?????
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?? C ??????????????









?????????????? LSP ????? LSP ???????????????????
LSP??????????j!1; !2;    ; !M j ??????? H(z) ????????????
?????????????H(z) = 1=AM (z) ??????????????????????
???????????????????????? AM (z)  1 ??????????????
???????????
ci =  2 cos!i i = 1; 2;    ;M (C.18)
{ 64 {
C.2 LSP?????
????AM (z)  1 ????????M ????????? C.6(a) ???????2 ????
??? 1  2 cos!iz 1 + z 2 ? i ??/????????M=2 ???????????????
???????????????????????????????????????????















?????????????????? S ???????????????? D.1 ????
S   1????????????????????????????1????????????
???????????????? S ??????????????????????????






















































































???????? v ????????? e???? S(v; e)???????????? S(x; y)
???x???????????????????????????????????????
???????? v ?????? e??????????????? ACP (v; e)???????
?????????? y ?????????? ACP (v; e)??????? S(v; y)??????
? S(v; e)???????????????????????????? ACP (v; e)??? T ?
????????????????????????????????????????????
????????????????????????????????????? w ?????
????????????????????????????????? ACP (v; e)?????
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Wolf attack based on speech synthesis using LP-residual signal
Shohei HAYASHIy, Tetsushi OHKIyy, Naohisa KOMATSUy, and Jiro KATTOy
y Faculty of Science and Engineering, Waseda University, 3-4-1 Okubo, Shinjuku-ku, Tokyo 169-8555, Japan
yy Faculty of Science and Engineering, Waseda University, 3-4-1 Okubo, Shinjuku-ku, Tokyo 169-8555, Japan
E-mail: ys hayashi@kom.comm.waseda.ac.jp, yyohki@suou.waseda.jp
Abstract In this paper, we propose a method of creation of voice that allows the wolf attack against speaker recog-
nition system. The wolf attacks using the vulnerability of specic algorithms may be dicult to create a natural
biological information because of the matching algorithm dependency. Therefore, we propose the linear predictive
coding and LP-residual signal which extracted from voice of imposter and a method of Wolf speech synthesis using
the wolf template and indicate the possibility of wolf attack that does not depend on the matching algorithm.
Key words speaker recognition system, wolf attack, speech synthesis































































Pr[match(s; t) = accept] (1)









































































































































?? C?LPC?????? N ??????????????
????????????????????????????
???????
1. ??????? f ????? (0 < f <= F )???????










af (n)y(f   n) (3)
3. ??????????????????wc(n) (0 < c <= C)
???????? LPC ?? af (n) ????????? LPC





dfaf (n); wc(n)Cc=1g (4)
af (n) = wz(n) (5)
??????? LPC?? af (n)?????????????
??wc(n)???? dfaf (n); wc(n)g????????????





faf (n)  wc(n)g2 (6)












































3. 2.????? LPC? LBG+splitting??????? 256
????????????????????????????
???????????








????????????? C?????? N ?????
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